Monthly Websense Email Security Threat Brief

Top 10 ThreatSeeker™ Malware Discoveries & Closed Window of Exposure

Top 10 Classifications of URLs in Email
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Figure 1: Embedded URLs in Email
Understanding how Web URLs in Email are classified
is crucial to stopping converged threats

KEY STATS

Threats “in the mail” this month:

4.1 billion messages processed by the Hosted
Infrastructure (over 134 million per day)

92.6% of all email was spam
84.1% of spam included an embedded URL

195 thousand instances of 147 unique zero-day
threats stopped by ThreatSeeker before AV

3.10% of spam emails were phishing attacks

How Websense is addressing these threats:

o 99.6% spam detection rate. Websense Hosted
Email Security provides 99% spam detection
Service Level Agreement.

Average false positive rate of 1 in 485,726

19.0% average daily threats protected using
ThreatSeeker intelligence before AV signatures
were available

What this means:

o The threat landscape is dangerous and growing
more sophisticated.

o Websense is on the forefront of finding these
threats including the increasingly pervasive
blended threats.

Most importantly, Websense is ideally
positioned to address these threats with our
market-leading Web security expertise, which
drives our leadership in protecting from
converged email & Web 2.0 threats.

Figure 2: First to Detect
Because of the ThreatSeeker™ Network, our Email Security customers are
protected hours, and often days, before other security vendors provide a solution.

March Madness Upsets

Monthly Email Trends from the Security Labs

David slays Goliath once more—and we’re not referring to
the annual NCAA basketball tournament. One of the
largest spam generators—Rustock—was taken down by
the Microsoft digital crime unit and U.S. federal law
enforcement agents. Since the takedown in mid-March,
global spam volumes have fallen noticeably.

Rustock had more than 250,000 bots, and was one of the
biggest known bot networks. The bot's author
implemented stealth techniques to hide the malware as
deep as possible in the victims' Windows system, making it
nearly undetectable by various AV engines. One of the
techniques employed was to not send spam emails for a
certain amount of time after infection took place.

Also in March, following the disasters in Japan,
cybercriminals tried to utilize every possible underground
technigue to benefit from this occurrence. Apart from
already known vectors such as phishing and malicious
spam emails, criminals used Viral Facebook applications.



http://community.websense.com/blogs/securitylabs/archive/2011/03/22/rustock-7-days-later.aspx�
http://community.websense.com/blogs/securitylabs/archive/2011/03/15/cybercriminals-utilize-japanese-disaster.aspx�
http://community.websense.com/blogs/securitylabs/archive/2011/03/15/cybercriminals-utilize-japanese-disaster.aspx�
http://community.websense.com/blogs/securitylabs/archive/2011/02/07/viral-and-malicious-facebook-application-for-25.aspx�
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Spam as a Percent of Inbound Email
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Why Websense Email Security?
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Figure 3 - Percent of email that contains spam (Average 92.6%)
While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam. Today's pervasive blended
Without a strong email security solution, customers will experience bandwidth and storage capacity threats are best matched by

issues, frustration, and a drain in productivity, not to mention exposure to significant security risk. . . .
integration of best-in-class

Websense Web security with
email security for Essential

/ Information Protection.

Spam Detection Rate (Ave 99.6%)
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Figure 4 - Percent of spam detected
This is evidence that we are consistently maintaining a very high spam detection rate. Customers
should be very confident that with Websense they are receiving the best in anti-spam protection.

/ False Positive Rate (1 in 485,726)
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Figure 5 - False Positive Rate (30 Day Rolling Average)

This shows how Websense is consistently maintaining a very low false positive rate.

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages
falsely landing in a spam queue.
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