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Introduction

= Anti Reverse Engineering Techniques are becoming very
common in CrimeWare.

= Phishing Trojans use those techniques as well as custom
Packers.

* Those trojans are updated quite often with new anti
emulation techniques

Bots are using custom packers/protectors as well.
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CrimeWare and Anti Reverse Engineering
Techniques

= Anti Debugging
Common Techniques:
— IsDebuggerPresent is still the most common and simple.
— CreateFileA on Debugger’s Diver: NTICE etc
— SEH : Structured Exception Handling to mess with debuggers

Less Common:
— FindWindow to detect Debuggers like OllyDbg

— CloseHandle on invalid handles to generate an Exception (and then
use some timing detection to detect tracing)

{ — ZwQuerylnformationProcess with ProcessDebugPort Parameter

— SetUnhandledExceptionFilter can be used to redirect code flow if a
debugger is present

— PEB_LDR _DATA+48h used to check for a debugger. (we should
have the imagebase of the process when there is no debugger
attached)

— Alot more techniques are found every now and then.
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CrimeWare and Anti Reverse Engineering
Techniques

= Anti Virtual Machine

— Example from a Banking Trojan:

.
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CrimeWare and Anti Reverse Engineering
Techniques

= Vmware Detection

__SEH_prolog

Toc 10007503

Toc 10007603

__SEH_epilog

LText i 1000700F

.
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CrimeWare and Anti Reverse Engineering
Techniques

= Virtual PC detection:

.
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CrimeWare and Anti Reverse Engineering
Techniques

= Newer version of the Banking Trojan uses Generic Virtual
Machine detection

Toc_lo00asad
__EH_prolaog

Toc_10002F30

| Text:100020E7 Toc_10002ELS

.
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CrimeWare and Anti Reverse Engineering
Techniques

* Interrupt Descriptor Table Base Address Check. This one
will detect about every Virtual Machine you can find:

.
« WEBSENSE.




CrimeWare and Anti Reverse Engineering
Techniques

= One year ago a PE file infector « W32.Bayan » has been
discovered. It’s a Polymorphic Entry Point Obscuring Virus.

= |t uses a random number of encryption layers. Each layer
contains junk code. Some of those junk instructions will
crash under Vmware (still does in the latest Vmware)

" Yes, it’s a virus BUT?

= A few months after, some Trojans were using the
encryption layers from the virus: No more Vmware for the
f analysis.
* | wrote a custom tracer (as an Ollydbg Script) to trace and
bypass every layers, removing the Anti Vmware
instructions.

"= Once the trojan is fully decrypted, we can dump it and
analyse the code.

ey
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CrimeWare and Anti Reverse Engineering
Techniques

=10l ]
.rsrc:0043608A0 sub_ 43688A proc near ; CODE XREF: start:loc_43605FTp :J
* .rsrc:8843608A push ebp ; Host of the code is junk code —
* .rsrc:B88436088 mov ebp, esp |
¢ .rsrc:8043608D sbh edx,
* .rsrc:00436093 cmovl ebx, esi
Bl Fsrc 88436096 fadd st{5), st
* .rsrc:80436098B mow eax,
* .rsrc:B04360A0 neg ebx
* .rsrc:BB84360A2 pop ebp
* .rsrc:BB84360A3 pop edi
* .rsrc:BB84360A4 dec edi
* .rsrc:BB84360A5 not edx
* .rsrc:AB84360A7 veruw di ; Anti UMt
* .rsrc:@fd36nAn mov bx, u452Bh
* .rsrc:B804360AE jo short loc 4368BD
-Fsrc:884360AE
* .rSrc:A04360B0 xor edi, ecx
* .rsrc:A04368B2 mow ebx, ecx
* .rsrc:884360B4 cmovbe edi, esp
* .rsrc:A04368B7 xor edi, ecx
* .rsrc:88436089 xchg ebx, ebx
* .rsrc:884360B8 cmp al, BEGh
.Fsrc:804360B8
.Fsrc:884360BD
.Fsrc:804360BD loc_4368BD: ; CODE XREF: 5uh_h3ﬁﬂsﬂ+2h1j
* .rsrc:884368BD jno short loc_A4368DD
) .Fsirc: 84360860
#4 * .rsrc:0804360BF lea ebx, ds:215CEB78h
* .rsrc:@884368C5 push ebx
* .rsrc:BB84368C6 pop eax
* .rsrc:BB843608CF xchg eax, edi
* .rsrc:BB84360C9 xchg edx, eax
* .rsrc:A804360CB mow ax, 5661h
* .rsrc:AB843608CF ste
* .rsrc:@84368DA arpl si, dx
* .rsrc:@od36eD2 bhsf eax, edx
* .rsrc:@884368D5 xchg eax, edi
* .rsrc:@884368D7 neq edi
* .rsrc:A04368D9 cmovno esi, eax
* .rsrc:@a436a8De inc ebx
-Fsrc 88436800
-Fsrc:884368DD
.Fsrc:80436080D loc_ 4368DD: ; CODE XREF: sub_43608A:loc_4360BDT .|
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CrimeWare and Anti Reverse Engineering
Techniques

= Custom Packers/Encryption:
— This screenshot comes from an encrypted dropper.
— It was first used by a Windows Worm
— | have seen Trojans using this encrypted dropper

— Easy enough to be handled from IDA with a generic IDC
script

"EI.:IIIIIIIIIIIIIIII:_"I—IEiF!-I:II—ITIrI'jEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

pubTic start

start proc near

ffset byte 112E1001 ;
FEEDR y ECx = encr
yte ptr [esi-1] ; byte

ced Code

s at Crypted CODE -1
» CODE XREF: 5tart+1?+j
i Decrypt byte with simple OR

Tadsh

Tea edx, [ec x+37h] ; updhte key

Toop

mp

Toc_11ZE100E

i
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CrimeWare and Anti Reverse Engineering
Techniques

= Example of custom packers:

— Section name : .ccg (There is a chineese PE protector from
a group called CCG, but they are quite different)

— 68 Exceptions during Self Unpacking
— Timing Detection with RDTSC to detect single stepping.

— Many more Anti Debugging tricks: Detect Software
breakpoints inside the Application code with SEH etc.

= Removing the Packer:

/ — We can (ab)use the exceptions to quickly bypass every
/ » detection tricks.
' / | — On last exception we can start tracing it (we need to take

care of the Breakpoint detection tricks: Software BPX
detection and Hardware Breakpoints removal)
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CrimeWare and Anti Reverse Engineering
Techniques

= Ollyscript to count the number of Exceptions (look inside the View
Window)

/[ Nicolas Brulez SEH counter
var counter

eoe |bl1

run

Ibl1:

cob
{ coe
esto
add counter, 1
log counter
jmp 1bl1

C WEBSENSE.



CrimeWare and Anti Reverse Engineering

Techniques

Exception logs from my script:

aEs2104c
aas210E2
aEs21ERY
ana21EF2
aEa21F38
ana21FsE
BE321F3E
BEI=2E3E
BEI22EEF
aEs221E1
BR322239
515 b=t
ARz 234F
BESZ222AS
anzz2418
BEI22448
aEa=250A
BEI22E82

counter = HEEBEEZ]

Integer division by zero
counter = BEAEEE3Z

Integer division by zero
counter = HEAAERIZ

Access wiolation when reading
counter = BEEEEE34

Access wiolation when reading
counter = HEABERIL

Hooess wiolation when reading
counter = BEEEEE3E

Access wiolation when reading
counter = BEAAERIT

HAooess wiolation when reading
counter = BEEEEE3S

Integer division by zero
counter = BEEEEEIS

Hooess wiolation when reading
counter = HEEEEEIH

Integer division by zero
counter = BEEEEEIE

Access wiolation when reading
counter = HEABERIC

Integer division by zero
counter = BEEEEEI0

Access wiolation when reading
counter = HEABERIE

Hooess wiolation when reading
counter = BEEEEEIF

Access wiolation when reading
counter = BEAREE4E

HAooess wiolation when reading
counter = BEEEEES ]

IMTES command at BE3225DA
counter = BEEEEE42

Integer division by zero
coynter = HEABEEYS

counter = BEAREERS G

[EEEEEEEaE]
[EEEaEEE85]
[EEEEEEEE]
[EEEaEEE85]
[HREEEEEE]

[EaanEaEaa0a]

[aaaaaa8a6a]

[EEEaEEE85]

[Baa08Eaaa]

[EEEaEEE85]
[HREEEEEE]
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CrimeWare and Anti Reverse Engineering
Techniques

=  Ollyscript to stop before the last Exception so we can finish the debugging manually.

// Nicolas Brulez Stop SEH
var counter

mov counter, 43

eob Ibl1

eoe |bl1

run

Ibl1:
cob
coe
log counter
cmp counter, 0
je Ibl2

A esto

~ sub counter, 1

V ﬂ jmp Ibl1

Ibl2:
ret
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CrimeWare and Anti Reverse Engineering
Techniques

= A few Anti Break Points later ;-) : Fully decrypted sample

|C| File Wiew Debug Plugins Options ‘Window  Help

Slx| »inj w4 1 Y| + LIEMTIWHC[/|K|IB|R|../5]

. FFO? CALL EDI FEeBadcby. BB41B3EE
BA41B265| . 58 FOF ERX
BE41B267 &A FF PUSH -1
End4lezes| . 62 ESdcdzBg PUSH véBadchb?.Bad4246ES
ER41B2EE| o 68 ASET4ZEA PUSH v&Badchby.Bad420vAS SE handler installation
AE41B273 . &4:A1 BEEEEEE MO ERX, DWORD PTR FS: LAl
Bad41B279| . 5@ FUSH ERA
ER41B27H| . 6418925 @BEEEE MOY DWORD PTR FS:[@1,ESP
EEd4ie221| . S83EC B2 SUE ESP,.58
Ba41e2284| . 53 FUSH EEX
BE41B285( . 56 PUSH ESI
aa41B286| .« 57 FUSH EDI
ERd4le2a7y| . 8965 ES MOV DWORD PTR S55: [EEF-121,ESP
ER41B22H| . FF1S 904142868| CHLL DWORD PTR DS:[42419@] kernel32. GetUersion
aad1e298) . 3302 #0R .
aa41e292) . SAD4 Mol oL, AH
ER41e294| . 8915 2C8C4886| MOU DWORD PTR DS: [422C2C1, EDX
ER41B290| . 2BCS HMal ECH, EAX
EE41E29C . 21E1 FFE@@@EE| AND ECH, BFF
ERd4lezAz| o @980 2g2C4288| MOV DWORD PTR DS: [428C221, ECH
Ba41B2A2| « ClEL 88 SHL ECH,3
BE41B2AE| . B3CH HOO ECH,EDX
B@d1B2A0 29E0 242C42688| MOY OWORD PTR DS: [432C241,ECA
BE41B3E82 ClES 1@ HR ERX, 1@
BE41B3BE A2 283C42608 MOU DWORD PTR DS: [42828C281, EAX
864 1B3EE 23F& #0R ESI,ESI
Ba41EB2ED =) PUSH ESI
En4lE2EE| « E2 ZCBZBOEE CALL v&Badchby.a@dlBSEF
Ba41B3C3 . 59 FOF ECH
aad41B2C4| . 85CH TEST ER=X,ER=A
ER41B2CE| 75 B8 JHEZ SHORT FeBadch?.s@d 18308
Ba41B2C8| . E6A IC PUSH 1C
EE41B2CH| o ES BEBOEOEE CALL vVéeHadch?.BE@41B47F
Ba41B2CF| . 59 FOF ECH
Ba4i1B20A| > 8975 FC MOU DWORD PTR 55: [EBP-41,ESI
Ea4iez0s| « EE 1BEZEO0EE CALL véBadchb?.aad4z2nsFs
ERd4le208| o FF1E SC414286| CHLL DWORD PTR DS:[42418C1] CGetCommandl inerA
ER41B20E| . AZ 24R2428@8 MO DWORD PTR DS: [42A2841, EAX
ER41B2EZ| . ES DISE@EEEA CALL véEBadch?. a@adz2ngCl
ER41B2ES| . A2 &B2C4SEA MOU DWORD PTR DS: [428C6A1, EAX
EE41B2ED| . ES 224E80EA CALL VéEHadch?.BB8420274
Ea41e2F2| . ES C44DB088 CALL véBadch?.B@d42nlER
BE41B2FY| o EE2 2CFCFFFF CALL v7&eRadch?y.Ba41BEz2s
Ea4le2Fc| o 297% Da MOV DWORD PTR 55: [EEFP-281,ESI
EE41B2FF| o 8045 A4 LEA ERX,OWORD FPTR S5S5: [EBFP-SC]
aad41B402| . 5@ FUSH ERA [DStartuDlnFD
oo41B405| | FF15_8g414208|CALL DWORD PTR_DS:[424188] BetStartupIngon
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Detecting and Removing New Packers

= What is Packing anyway ?

— Allows to compress/encrypt applications

— You can’t see the code of the application using a
disassembler, you need to unpack it first.

— Packers compress applications and add a small loader
to the file.

— The loader will uncompress the binary in memory,
resolve imports, and call the Original Entry Point (OEP).

— We need to find OEP and dump the process to disk, and
rebuild the import table.

« WEBSENSE.



First Steps: Is my file Packed?
= Is the last section executable ?

" Is the first section writeable ?

" Is the first section's raw size null ?

= |Is the Entry Point starting in the last section ?

= Check the section names
= Check the Import Table : Very few imported functions ?
= Check the strings : no strings at all ?

* |s the Raw Size way smaller than the Virtual Size?
Compressed!
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First Steps: Is my file Packed?

[ PE Editor ] - c:\documents and settings\nico\bureau\binaries\day2\unpacking fs

— Bazic PE Header Information

I oooos000

Iy [ Section Table 1

W ffzet
00007000

EntryPaint: Subsystemn:

WSize R Offset RSize Flags

00003000 oooooooon ooooooaa caooaogn
00007000 0oo0oo400 00000084, COooaoen

....... LSS SFARIE L LEIE S FA R SRS LS NS

— Set Flagz

Shareable in memory

[ Section Table ]

Ewxecutable az code
Feadable Cancel

M ame W0ffzet WSize ROffzat RSize Flags ‘Wiiteahle
Il et Q0001 000 Q0003000 Q0000200 Q0000&00 EDO000EN
T Q0004000 0001 0acc Q0000200 00001 200 EDODODZ0

Digcardable as needed
Can't be cached

E Containg extended relocations
Mot pageable
[ Containe COMDAT data

Containg comments or ather infos
“Won't become part of the image

Containg executable code
[ |
[ |

N | |

Magic: 0108 MumOfFvatndSizes: | 00000010 | + | - | =

Containg initialized data
Containg uninitialized data

O shouldn't be padded to next boundary

Current ¥ alue
Alignment; Idefault "I Butes ’7 E00OO020 —‘
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Unpacking
* Unpacking knowledge is very handy for Reverse Engineers.

* Most malwares are packed to hide their real code from
Disassemblers.

* There are a lot of different PE packers and PE protectors out
there, and many have no public unpackers.

* Fortunately, most packers (and “Protectors” :P) are easy to
remove.
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First Steps: Unpacking

" Find the Original Entry Point

Trace slowly until you jump to the real program code.

Use Static Disassembly to find the jump to original entry
point.

Smart use of hardware breakpoints. (Write access is your
friend).

Breakpoints on API Functions.
Use Stack (pushad is your friend)

"  Dump the process to disk

Using tools such as LordPE or Imprec Process dumpers.
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First Steps : Unpacking

" Reconstruct the Import Table

— Trace the packer’s code and find where the IAT handling
is, so you can grab information about the import table
and reconstruct it manually, eventually. (or patch the
protector so it will not destroy the imports at all ©)

— You can just use “Import Reconstructor” to reconstruct
the import table and get ride of the boring work most of
the time.

— Sometimes we need to write plugins for Imprec, but
usually it only takes a dozen minutes.

ey
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Questions?

= English is not my native language, please ask slowly ;-)
= Thanks ©

= [f you are interrested into Anti Reverse Engineering
Techniques : http://honeynet.org/scans/scan33/

— A challenge i made 2 years ago:

— My complete paper with all the submissions to see how you
can attack armored binaries

nbrulez@websense.com

f’f | http://WebsenseSecurityLabs.com
http://www.reverse-engineer.org
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