Top 10 Classifications of URLs in Email Top 10 ThreatSeeker™ Malware Discoveries & Closed Window of Exposure
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Figure 1: Embedded URLs in Email Figure 2: First to Detect
Understanding how Web URLs in Email are classified Because of the ThreatSeeker™ Network, our Email Security customers are protected
is crucial to stopping converged threats hours, and often days, before other security vendors provide a solution.

KEYSTATS Holiday Spam Scams

Threatéin the mailo thiscs Monthly Email Trends from the Security Labs

9 3.0billion messages processed by the Hc
Infrastruare (oved8 milliorperday)

84.26 of all email was spam
86.2%6 of spam included an embedded UF

Just like any business owner, spammers have been using
holidays to increase their revenue. October brought
Halloween themed spam, and in early November spammers

e e czflpltallzed on the .U.S: Vet er an’. FheyDewying

threats stopped by ThreatSeeker before . discounts, free shipping, combo packs, and free samples

2.9% of sparemails werghishingttacks with purchase, among other marketing strategies, to lure
their victims. We can expect even more in the days to

How Websense is addressing these threats: come.

1 99.86 spam detection ratebsense Hostel
Email Security provides 99% spam detec

s ———y A Visa phishing campaign targets holiday shoppers who buy

gifts online. The attack attempts to exploitthe* Ve r iy

) , V_ i_spmgram. The phishing email redirects the victim to a
12.8%6 average daily threats protected usi . . .
ThreatSeeker intelligence before AV sign spoofed page that harvests all the information the victim
were available provided the card-issuing bank at the time of sign up for the
credit card.

Average falsegitive rate of 1457,985

What this means:

T The threart.lllatr)dstcz(ajpe is dangerous and g A facebook phishing attempt was reported that aims to
mor . . . L.
ore sophisficate harvest facebook credentials. Once the victim enters a

T :/r\]/reezstz?rs]shﬁﬁlgt&iﬁﬁggg?ﬂg |toheer\5/§si' username and the password, he or she is redirected to an

blended threats. error message claiming an "incorrect email/password

Most importantly, Websense is ideally combination".
positioned to address these threats with «

marketeading Web security expertise, wk

drives our leadership in protecting from

convergedmail & Web 2.0 threats.



http://securitylabs.websense.com/content/Blogs/3498.aspx
http://blog.webroot.com/2009/11/18/faux-verified-by-visa-phishing-scam-targets-holiday-shoppers/
https://usa.visa.com/personal/security/vbv/index.html
https://usa.visa.com/personal/security/vbv/index.html
http://www.flickr.com/photos/panda_security/tags/fakefacebook/
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Spam as a Percent of Inbound Email
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Figure 3 - Percent of email that contains spam (Average 84.1%)

While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam.
Without a strong email security solution, customers will experience bandwidth and storage capacity issues,
frustration, and a drain in productivity, not to mention exposure to significant security risk.
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Figure 4 - Percent of spam detected (Average 99.8%)

This is evidence that we are consistently maintaining a very high spam detection rate. Therefore,
customers should be very confident that with Websense they are receiving the best in anti-spam
protection.
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Figure 5 - False Positive Rate (Average 1 in 257,985)

This shows how Websense is consistently maintaining a very low false positive rate.

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages
falsely landing in a spam queue.

Why WebsendemailSecurity?

- The Websense Th8sker
Network provides the
intelligence to proactively
protect against spam and
malwaré far ahead of
traditional argpam and anti
virus alone.

Todaybés peryv
threats are besatched by
integrdon of besitclass
Websense & security with
email security for Essential
Information Protection.




