Top 10 Classifications of URLs in Email
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Figure 1: Embedded URLs in Email
Understanding how Web URLs in Email are classified
is crucial to stopping converged threats

KEYSTATS

Threats fimontht he mai | ¢

1 2.9billion messages processed by the Hc
Infrastruare (oved8milliorperday)

87.%0 of all email was spam
81.3% of spam included an embedded UF

66thousanthstances &uniqueereday
threats stopped by ThreatSeeker before .

1.0% of sparamails wenghishingttacks

How Websense is addressing these threats:

1 99.8% spam detection. NAtebsense Hostel
Email Security provides 99% spam detec
Service Level Agreement.

Average false positive rate (364887

2.68% average dailyeats protected using
ThreatSeeker intelligence before AV sign
were available

What this means:

9 The threat landscape is dangerous and g
more sophisticated.

1 Websense is on the forefront of finding tr
threats including the increasinglsiperva
blended threats.

Most importantly, Websense is ideally
positioned to address these threats with «
marketeading Web security expertise, wk
drives our leadership in protecting from
converged email & Web 2.0 threats.
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Top 10 ThreatSeeker™ Malware Discoveries & Closed Window of Exposure
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Figure 2: First to Detect
Because of the ThreatSeeker™ Network, our Email Security customers are protected
hours, and often days, before other security vendors provide a solution.

Swine Flu Spam Outbreak

Monthly Email Trends from the Security Labs

As usual, phishers continue trying to trick victims by social
engineering and by taking advantage of important events.
This time, it is the Swine Flu. Phishers have been spamming
Swine Flu emails with links or attachments that redirect
victims to phishing or malware sites. In addition, a large
number of Swine Flu Domains have been registered
specifically for use in future attacks.

On Facebook, another phishing campaign to glean Facebook
usernames and passwords made its rounds. The scammers
used Facebook's email system, thus increasing the
legitimate "look and feel" of the phish email to victims.

This month also included the propagation of a new Waledac
email campaign. The new theme is SMS Spy, a Trojan that
pretends to be a tool tha
SMS messages. Interestingly, researchers found evidence of
an apparent collaboration among Waledac and Conficker
authors: the latest Conficker variant was pushing a Waledac
sample. Researchers surmise that this was part of a

business agreementi n whi ch Confi ck:i
looking for additional ways to monetize the botnet.



http://www.us-cert.gov/current/archive/2009/04/27/archive.html#swine_flu_phishing_attacks_and
http://ddanchev.blogspot.com/2009/04/spamvertised-swine-flu-domains.html
http://securitylabs.websense.com/content/Alerts/3390.aspx
http://securitylabs.websense.com/content/Alerts/3343.aspx
http://securitylabs.websense.com/content/Alerts/3343.aspx
http://securitylabs.websense.com/content/Alerts/3343.aspx
http://blogs.zdnet.com/security/?p=3162
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Spam as a Percent of Inbound Email

90 ﬁ r\

80

75 T T T T T T T T T T T T T T |

N NS N N N N N N N N N N N N N
\ PSS UL G L L I L L I e

N o N AN AN 2 N A AR A R AN

Figure 3 - Percent of email that contains spam (Average 87.0%)

While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam.
Without a strong email security solution, customers will experience bandwidth and storage capacity issues,
frustration, and a drain in productivity, not to mention exposure to significant security risk.
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Figure 4 - Percent of spam detected (Average 99.8%)

This is evidence that we are consistently maintaining a very high spam detection rate. Therefore,
customers should be very confident that with Websense they are receiving the best in anti-spam
protection.

/ False Positive Rate (1 in X)

S MMN
250,000

25,000
2'500 T T T T T T T T T T T T T T 1
NS N N N N N N NS NS NS NS NS N N N
AN LIS S AT AN AN A I SIRC AN I LS AP A
N A A A A A VS

Figure 5 - False Positive Rate (Average 1 in 664,887)

This shows how Websense is consistently maintaining a very low false positive rate.

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages
falsely landing in a spam queue.

Why WebsendemailSecurity?

The Websense Th8ssker
Network provides the
intelligence to proactively
protect against spam and
malwaré far ahead of
traditional argpam and anti
virus alone.

Todaybés peryv
threats are besatched by
integrdon of besitclass
Websense & security with
emal security for Essential
Information Protection.




