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Figure 17 First to Detect
Thi s

Mo n 16HTbreatSdeker= Malware Discoveries & the Window of Exposure closed by the ThreatSeeker E Network.

Because of ThreatSeeker, our Messaging Security customers are protected hours, or often days, before other security vendors

provide a solution.

KEY STATS

Threats&®efimai |l 0 this month

1 2.7 billion messages were processed by the
Hosted Infrastructure or over an average of
96.4 million messages/day
88.3% of all email was spam
88.2% of spam included an embedded URL
210 thousand instances of 548 unique zero-
day threats stopped by ThreatSeeker before
AV over the last 90 days
2.9% of all spam messages were phishing
spam

How Websense is addressing these threats:
1 Spam detection rate 99.8%. Websense
Hosted Email Security provides 99% spam
detection Service Level Agreement.

Average false positive rate of 1 in 398,493
3.2% average daily threats protected using
ThreatSeeker intelligence before AV
signatures were available

What this means:

1  The threat landscape is dangerous and
growing more sophisticated.
Websense is on the forefront of finding
these threats including the increasingly
pervasive blended threats.
Most importantly, Websense is ideally
positioned to address these threats with our
market-leading Web security expertise,
which drives our leadership in protecting
from converged email & Web 2.0 threats.

Your Valentine is a Spammer
Monthly Email Trends from the Security Labs

Spammer’s mindset to inc
campaign survives online and make it increasingly
difficult to trace the campaign back continued with
Wal edac’ s Val e.ddthisend,'thsy usb ¢

randomized, complex networks —a Fast flux

infrastructure, through which they kept advertising their
malicious spam campaigns.

Visual social engineering tactics consistently being
adapted by spammers to increase success with their
attacks, which was evident in Skype Valentine spam lure,

Walmart fake survey emails, and spam campaigns with

malicious zip attachments that appeared to be using
spoofed forward technique.

The long-term battle between service providers and
spammers continues, with spammers consistently
adapting themselves to improvements made to combat
their activities. This was evident when spammers once
S

again successfully broke Mi cr os of t re

CAPTCHA.



http://securitylabs.websense.com/content/Alerts/3299.aspx
http://twitter.com/websenselabs/statuses/1249971046
http://securitylabs.websense.com/content/Alerts/3305.aspx
http://twitter.com/websenselabs/statuses/1229029970
http://twitter.com/websenselabs/statuses/1240810914
http://securitylabs.websense.com/content/Blogs/3219.aspx
http://securitylabs.websense.com/content/Blogs/3219.aspx
http://securitylabs.websense.com/content/Blogs/3219.aspx
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Figure 2 - Percent of email that contains spam (Average 88.3%)
While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam.
Without a strong messaging security solution, customers will experience bandwidth and storage capacity

issues, frustration, and a drain in productivity, not to mention exposure to significant security risk. Todayds perv
blended threats are best

matched by integration
of best-in-class
/ Websense Web security
Spam DeteCtIOI’l RatE with email security for

Essential Information
100.0% Protection.
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Figure 3 - Percent of spam detected (Average 99.8%)

This is evidence that we are consistently maintaining a very high spam detection rate. Therefore,
customers should be very confident that with Websense they are receiving the best in anti-spam
protection.
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Figure 4 - False Positive Rate (Average 1 in 398,493)

This shows how Websense is consistently maintaining a very low false positive rate.

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages
falsely landing in a spam queue.




