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What are we presenting?
 This presentation will focus on our research in the detection of 

browser heap corruption attacks. 

 This research inspired an internal tool we call “xmon” (exploitation 
monitor), which is part of a larger malicious web content detection 
network.

 It is important to note, we are presenting detection techniques. We 
will NOT cover in any detail any existing exploitation protection 
measures i.e. DEP, SAFESEH, ASLR, etc.

 We are going to give some background in web browser based 
heap attacks, so if you’ve seen Alexander Sotirov’s presentation 
(we hope you have), then there will be some repetition of 
background information. Hopefully it will reaffirm your 
understanding of the subject.



Why are we presenting?

 Large number of malicious sites on the Internet.

 Client-side vulnerabilities and especially browser vulnerabilities 
are becoming more and more a concern, as attackers are focusing 
their efforts on the web.

 Heap corruption vulnerabilities are on the rise, and reliable exploit 
techniques are increasingly “copy and pasted” from the original 
POC, so It is important that these basic exploit techniques are 
understood.

 Numerous web exploit toolkits are easily available and sold on the 
Internet…



Toolkits – MPack, Web Attacker, IcePack, etc

 MPack - Recently used in the high-profile compromise of an Italian 
hosting provider (“The Italian Job”). Over 10,000 sites were infected.



What do web browser exploits look like?

 At first glance, most malicious web pages simply 
look like a regular webpage

 Could display anything…



What do web browser exploits look like?

 Malicious source code:



Web exploits target OS and browsers…
 Many malicious websites attempt to detect OS and browser 

to serve a matching exploit:



Reemphasis what type of vulnerabilities and 
exploits will be covered
 We are going to focus our presentation on heap-corruption exploits.

 Stack “stuff” has been covered ad nauseam.

 It’s fun to talk about, especially because of how far exploit techniques in 
this are have come in such a short time.

 With added exploit reliability more and more heap vulnerabilities are going 
to be found and exploited. 

 Example stack-based vulnerabilities (Not being covered):
– 1 VML (MS06-055)
– 2 ANI (MS07-017)

 Example heap-based vulnerabilities (will be shown in examples):
– 1 CreateTextRange (MS06-013)
– 2 SetSlice (MS06-057)
– 3 XML (MS06-071)

4 VML (MS07-004 )



What do heap vulnerabilities look like?
VML details…
 Vulnerability in Vector Markup Language Could Allow 

Remote Code Execution (MS07-004)

The VML bug was an integer overflow vulnerability



Heap-Corruption exploitation overview
 Pre-2004 – Heap corruption exploits were unreliable

 2004 – Heap spraying technique introduced by Blazde and 
SkyLined provided much needed reliability. 

 This method allowed us to place shellcode onto the heap by 
allocating space on the heap using a client scripting 
language (i.e., JavaScript).



Heap Spraying…candidate for the “most 
copied exploit technique” award
 Exploits found that use this method for vulnerabilities you might 

have heard of:
– 1 CreateTextRange (MS06-013)
– 2 SetSlice (MS06-057)
– 3 XML (MS06-071)

4 VML (MS07-004 )

 Malware drive by kits:
– Web-Attacker
– Mpack
– IcePack

 Organized exploit toolkits/POC websites:
– Metasploit
– Milworm.com

 Recent Web Attacks:
– Storm Trojan!



Heap Spraying 101

 Heap corruption exploit with the heap spraying technique works by 
the following basic steps:

1. Spray the heap with NOPs and payload
using a browser supported language (JavaScript, VBScript, 
etc)

3. Trigger the vulnerability, overwrite the heap headers and heap 
data, hoping to overwrite object and virtual function pointers

5. End Goal: Flow of execution gets redirected to the NOP sled 
we placed in Step 1

 The following videos will help paint a better picture…



Heap Spraying

http://www.youtube.com/watch?v=rnF6ZCt93vg


Heap Corruption

http://www.youtube.com/watch?v=pJqwPZCqrvw


Code Execution

 Execution continues … as normal

 The exploit depends upon an object or virtual table pointer 
being called to redirect the flow of execution to the 
shellcode that was sprayed onto the heap



Code Execution Redirection

http://www.youtube.com/watch?v=DmyUPJjeebY


How reliable is heap spraying?
 Not always reliable, but works pretty well…

 Some examples of when the heap spray method can fail:
1. machine has low memory
2. heap state between triggering the vulnerability and 

exploit redirection changed dramatically
3. malicious site hosts multiple exploits that use the same 

heap-spray address will be very unreliable.
4. since exact location of heap jump can’t be 

accomplished exploit might jump to middle of exploit 
instead of the start



The next step in reliable heap exploitation…
 Alexander Sotirov’s “Heap Feng Shui” (HeapLib)

 Released this year at Blackhat Europe

 Integrated with Metasploit 3

 How does it work?
– No need for heap spray
– Process lookaside list is utlized for reliability
– Shellcode is placed in lookaside list
– Lookaside list location is at fixed offset from the process 

heap
– The use of the lookaside list enables the exploit to jmp to 

the exact location of the exploit, and not a range like the 
skylined method



Commonality
 What do all these methods have in common?

– All heap-spray exploits depend on call to a object or 
virtual function to redirect execution

The call is always in a similar format: 
CALL DWORD PTR[reg+x] 

– Register can be: ECX, EAX, …



Commonality
 XML - MS06-061  - Execution redirected!

call dword ptr [eax+18h]

Note: eax is a pointer to the virtual address table, that was 
previously overwritten during the heap corruption with the 
address of the attacker’s shellcode on the heap



Commonality 

 VML - MS07-004 - Execution redirected!

call dword ptr [ecx+10h]
Note: ecx is a pointer to the virtual address table, that was previously overwritten during the 
heap corruption with the address of the attacker’s shellcode on the heap



Commonality
 KeyFrame – MS06-067 - Execution redirected!

call dword ptr [ecx+8]

Note: ecx is a pointer to the virtual address table, that was previously overwritten during the heap
corruption with the address of the attacker’s shellcode on the heap



Commonality
 Microsoft Internet Explorer ADODB.Recordset Double Free 

Memory Exploit – MS07-009 - Execution redirected!

call dword ptr [ecx+18]

Note: ecx is a pointer to the virtual address table, that was previously overwritten during the heap
corruption with the address of the attacker’s shellcode on the heap



Commonality
 KeyFrame – MS06-067 - Execution redirected!
 Using heapLib…trampoline…
 ECX holds a pointer to an offset in the lookaside list where the shellcode is located

– CALL DWORD PTR DS:[ECX+8] 

– JMP ECX 



Using the commonality to detect the exploit

 How can we generically detect these types of exploits?

 HOOK ALL THE CALLS THAT FOLLOW THIS FORMAT!

 When the call is executed, check to see if execution is being 
redirected (directly or indirectly) to the heap.



Large scale exploit detection …. enter xmon 

 Generic detection of exploit techniques

 Minimal configuration

 Part of larger framework

 Multiple methods used for detection

 Signatures for optional vulnerability identification only

 Allows us to dump shellcode for offline analysis

 Main concerns: speed and accuracy.



How xmon works… 

 Create Internet Explorer process, inject xmon module

 Patch all calls to virtual functions

– Patching is an ongoing process

• Patch all calls at start

• Patch calls as modules are loaded dynamically

 Number of hooked calls (XP SP2):

Module Vulnerability Total Number of Calls
Actual Calls 

Hooked

MSXML4.DLL          XML - MS06-061                          2082 TBD

VGX.DLL VML - MS07-004                        1590 TBD

daxctle.ocx KeyFrame - MS06-067                     1234 TBD



How can we tell if execution is being 
redirected to the heap? 

 Heap/Stack process memory has basic characteristics and 
layout.

– Page permissions  

 Content at location

 More…



Xmon can catch exploits that crash too! 

 Hooking Structured Exception Handlers (SEH)

– Hook nt!KeUserException  
– When an exception occurs, verify the location of the 

exception handler, we can detect dos’s or poorly written 
exploits this way



Potential Limitations?

 Is xmon the solution to the world’s problems….nope! 
But, it’s one important piece in a larger framework.

 Issues we know about:
– Not all malicious websites use actual exploits 

(Remember the largest vulnerability and one that is 
largely unpatchable is you, the user!)

– Vulnerable control or component not installed
(We can’t patch what we don’t’ have installed!)

– Uses jmp ptr/technique we haven’t seen before
(execution flow is redirected without call or jmp we know 
about, so far not the case)

Detection in Depth



Grand scheme of things…
 How does this fit in with scanning for websites on a large 

scale?



Honeyclients

 Low-Interaction (LI): Custom Spiders
– Ridiculously fast, bandwidth primary limitation
– Special processes required for active content analysis
– Requires custom signatures, limited detection for 

unknown exploits

 High-Interaction (HI): Controlled Browsers
– Relatively slow, hardware resources primary limitation
– Active content handled natively by the browser
– Traditionally detects malicious activity via unauthorized 

modifications to system state



Traditional High-Interaction Honeyclients



Finding The Middle Ground

 Greatly increase performance levels

 Accurate detection of both known and unknown exploits

 Eliminate the need to monitor or restore system state

 Reduce uncertainty – no more notion of “suspicious”



Honeyclients – Now with xmon!



Thank you for coming!

 Questions?

 Contact Info:

 Websense Security Labs
http://securitylabs.websense.com/

– Stephan Chenette 
• schenette || websense.com

– Moti Joseph 
• mjoseph || websense.com

 Additional thanks:
– Alex Rice, Nico Brulez & Preben Nyløkken
– Alexander Sotirov for taking it to the next level!

http://securitylabs.websense.com/

